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LECTURE ABSTRACT

Abstract: Federated Learning (FL) has emerged as a promising large-scale
collaborative learning framework for its potential to protect user privacy and
security. However, this promise has been constantly challenged. In this talk, we
show that FL in its primitive form offers little to no privacy and security protection,
by analyzing several attack vectors, both from malicious users to a dishonest
server. Even with a layer of protection from differential privacy and secure
aggregation, we further demonstrate that current FL implementation provides no
guarantee on privacy and security, thus calling for a fundamental re-design.
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